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Abstract

Context. Static Application Security Testing (SAST) tools are widely
used to identify vulnerabilities, but their effectiveness depends on
users’ ability to correctly interpret their reports. Goal. This study
investigates the cognitive and technical barriers faced by novices
when analyzing SQL injection and cross-site scripting (XSS) vulner-
abilities. Method. We conducted a within-subject survey with 30
novice participants, evaluating real-world scenarios derived from
the OWASP Juice Shop. We considered conceptual, contextual, ter-
minological, and operational dimensions, as well as measures of
perceived cognition. The data were quantitatively analyzed. Re-
sults. The results indicate that, although participants performed
well on operational and technical interpretation tasks, there were
significant limitations in conceptual understanding, especially in
more complex scenarios. Furthermore, a misalignment between
objective performance and perceived understanding was identified,
highlighting metacognitive difficulties in self-assessment. Conclu-
sion. The study provides evidence that barriers to the use of SAST
by novices are not only technical but also cognitive, pointing to the
need for improved support for understanding and explainability in
security tools.
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1 Introduction

One of the major challenges in application development today is
software security. The exponential growth of cataloged vulnerabili-
ties evidences the continuous escalation of risks to critical systems,
and from this scenario emerges DevSecOps, which prioritizes the
integration of security protocols across all phases of the software
development life cycle [9]. According to the database of the National
Institute of Standards and Technology (NIST?), 21,452 new vulnera-
bilities were registered in the period from January 1, 2026, to April
27, 2026 [20], which reinforces the need for and the importance of
DevSecOps.
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In this context, Static Application Security Testing (SAST) play a
strategic role in DevSecOps pipelines due to their ability to identify
vulnerabilities, such as Cross-Site Scripting (XSS) and SQL injection,
directly in source code [29].

However, the incorporation of SAST tools into continuous inte-
gration and delivery (CI/CD) cycles does not, by itself, ensure the ef-
fective resolution of detected vulnerabilities. The reports generated
by these tools within the DevSecOps workflow are frequently char-
acterized by high false-positive rates, generic alert messages, and
interfaces that hinder the prioritization of genuine flaws [19, 29, 32].
These limitations produce a massive volume of low-granularity in-
formation, forcing professionals to dedicate considerable effort to
the manual triage of alerts. Such a disconnection between the gen-
erated reports and the development environment interrupts the
workflow, requiring practitioners to incessantly switch between
different contexts to interpret, map, and remediate the reported
vulnerabilities [32].

Recent studies [4, 22] have investigated cognitive load as a cen-
tral factor in explaining the difficulties faced by professionals during
software testing practices. Barroso et al. [4] conducted a case study
with developers and identified a set of cognitive load drivers. Based
on this, it is evident that the lack of adequate cognitive support
compromises not only technical execution but also the contextual
understanding of the artifacts involved in the testing process, sug-
gesting the presence of conceptual barriers. In addition, Johnson
et al. [12] sought to understand the challenges associated with the
use of SAST tools. Through interviews with developers, Johnson
et al. [12] found that the high rate of false positives is one of the
primary barriers hindering the wider adoption of SAST tools within
the development life cycle, being among the pioneers to address
this issue.

However, the persistence of the barriers identified by Johnson
et al. [12] have been noted in recent studies [5, 7, 29], particularly
false positives, unclear alerts, and the effort required to decide
whether a warning is actionable. Do et al. [7] focused on under-
standing the technical issues of SAST tools, reinforcing the negative
impact of false positives generated by these tools, as well as the
effort required to decide whether an alert is relevant or not. Based
on these difficulties, users encounter terminological barriers due
to the difficulty of understanding technical terms present in the
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alerts, and consequently, they also face contextual barriers. Wad-
hams et al. [29] identified, through a systematic literature review,
that the barriers to the efficient use of these tools involve both
technical and human obstacles. Lastly, Bennett et al. [5] surveyed
1,263 developers, finding that most respondents use SAST tools
without additional configurations due to the complexity of tool
setup, which suggests the presence of operational barriers.

Despite the reported advances, the literature still lacks investi-
gations that measure the contextual, conceptual, terminological,
and operational barriers specifically faced by novices when inter-
preting SAST reports in real-world vulnerability scenarios. This
gap is concerning because novice users frequently encounter static
analysis alerts without the necessary context to understand and op-
erationalize them into effective test cases, risk analyses, mitigation
plans, etc. Existing studies [4, 5, 7, 22, 29] have focused primarily
on the perspective of developers without considering the level of
experience in handling SAST tools, thereby neglecting the cognitive
experience of novices in reading and interpreting reports.

Consequently, this gap entails relevant practical and scientific
implications. Without the definition and characterization of the
barriers faced by novices, it becomes unfeasible to develop and
evaluate pedagogical interventions tailored to these professionals.
Furthermore, it precludes the design of frameworks and cognitive
support tools that assist in contextualizing reports, as well as the
adequate evaluation of emerging approaches, such as the use of
Large Language Models (LLMs) to aid in report interpretation.

Research in software development demonstrates that self-efficacy
is a relevant predictor of performance in secure development tasks,
directly influencing a professional’s readiness to act when faced
with complex technical artifacts [4, 22]. However, none of these
dimensions have been systematically investigated in the specific
context of SAST report interpretation by novices.

To address this gap, this work investigates the cognitive and tech-
nical barriers faced by novices when analyzing SQL injection and
cross-site scripting (XSS) vulnerabilities. We surveyed 30 novice
software practitioners (i.e., with up to three years of professional
experience and who reported either no prior use or only sporadic
use of SAST tools). They analyzed two vulnerability scenarios SQL
Injection and XSS derived from OWASP Juice Shop and related to
the OWASP Top 10? Injection risk category. We assessed perfor-
mance across four cognitive dimensions (conceptual, contextual,
terminological, and operational), alongside measures of perceived
cognition and self-assessment, enabling an integrated analysis of
objective performance and participant perception.

The results indicate that although participants demonstrate high
performance in localization, interpretation, and execution tasks,
there is a significant decline in the conceptual dimension within
more complex scenarios. Furthermore, a misalignment between
objective performance and perceived cognition was identified, high-
lighting that participants did not accurately assess their own un-
derstanding. These findings suggest metacognitive limitations and
reinforces the role of conceptual complexity as a critical factor in
the interpretation of SAST reports.

This study contributes to the literature by empirically highlight-
ing the role of cognitive factors in the interpretation of security
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vulnerabilities, expanding the understanding of the barriers faced
by novice users. From a practical standpoint, the results indicate
the need for improvements in SAST tools, focusing on cognitive
support and explainability.

This paper is organized as follows: Section 2 presents the con-
cepts used in this research. Section 3 discusses the related work.
Section 4 describes the research method, and Section 5 presents
the results. Section 6 discusses the findings, while Section 7 ad-
dresses threats to validity. Finally, Section 8 concludes the paper
and outlines future directions.

2 Background

Cognitive understanding, a concept from experimental psychology,
refers to the mental processes involved in acquiring, organizing,
and using knowledge and underpins software engineering activities
[2]. It involves building mental representations, analogous to the
transition from understanding a problem to developing a software
solution, and spans activities from requirements elicitation and
architectural design to debugging and evolutionary maintenance
[8].

In the software development scenario, cognition manifests in the
mental processes themselves, such as information encoding, stor-
age, and retrieval. In parallel, metacognition refers to the level of
monitoring, regulation, and evaluation of these cognitive processes
[17]. The distinction between cognition and metacognition is oper-
ationalized in development practice: the former acts as the engine
for processing technical information, while the latter functions as
a means of monitoring and regulating intellectual performance,
configuring a complementary action for executing complex tasks.

Metacognition, understood as the ability to think about one’s
own thinking, plays a central role in explaining human behavior
in software engineering activities that demand effort, high perfor-
mance, and the handling of complexity. Fritz et al. [10] explained
the possibility of measuring mental effort and task difficulty in
development through psychophysiological measures, establishing
a bridge between the developer’s subjective experience and the
objective cognitive demand of the activity.

Regarding software development, Schoonewille et al. [24] ar-
gued that the effort perceived by developers is modulated by intrin-
sic, extrinsic, and germane factors, which determine the effective
complexity of programming tasks. Within this same scenario, the
self-perception of competence emerges as a fundamental metacog-
nitive construct. Originating from Bandura’s [3] Social Cognitive
Theory, the concept of self-efficacy refers to an individual’s beliefs
about their capacity to organize and execute actions necessary to
produce specific results [28]. Lastly, Toma and Vahrenhold [28]
showed that self-efficacy directly interacts with cognitive load and
emotional responses in collaborative algorithm learning, indicat-
ing that perceived competence shapes effort and persistence when
facing complexity.

Cognitive Load Theory [25] distinguishes intrinsic load, arising
from element interactivity and task complexity extraneous load,
arising from how information is presented and germane resources
devoted to constructing and refining mental schemas. In this study,
Cognitive Load Theory is used as an interpretive lens rather than as
a directly measured latent construct. Building on this intersection,
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the present study examines cognitive barriers in interpreting SAST
reports, grounded in the studies discussed in this section.

3 Related Work

This section presents approaches focused on static code analysis
tools, as well as studies regarding cognitive analysis within the
technological context. It also highlights existing limitations in the
technical literature.

Although SAST tools have evolved over the years, the effec-
tiveness of their usage is still limited by human risk perception
and efficient handling. Ami et al. [1] highlighted that one of the
industry’s greatest challenges is not merely the detection of vulner-
abilities, but the difficulty professionals face in interpreting SAST
tool reports. The study concluded that SAST tools lack better ex-
planation mechanisms, exposing the need to overcome contextual
and terminological barriers from an industry perspective.

Aligned with the perspective of Ami et al. [1], Do et al. [7] ana-
lyzed user behavior to understand the technical issues of SAST tools.
As a result, they observed that software developers made decisions
based on perceived importance and contextual relevance. Conse-
quently, the cognitive effort generated by false positives proved to
be a significant factor in the abandonment of tool usage, alongside
the difficulty of understanding the context and technical terms of a
vulnerability. However, Do et al. [7] did not perform a selection con-
sidering the proficiency and experience of the participants, leaving
a gap regarding the performance of novice users when using SAST
tools. Furthermore, there is a limitation concerning the impact of
cognitive load arising from reading these tools’ reports and the
theoretical classification of the barriers encountered.

In contrast, Ozkan et al. [33] showed how the introduction of
Domain-Driven Design (DDD) principles impacts a real-world sys-
tem. As a final result, the application of DDD showed a steep
learning curve. One of the reasons for this was the terminolog-
ical complexity faced by experienced professionals, evidencing that
a professional’s decision to act on a static analysis alert depends on
the clarity of the message and the perception of difficulty. Thus, the
lack of clarity in technical reports, such as those produced by SAST
tools, presents itself as a relevant terminological and contextual
barrier for developers.

Regarding SAST tools, Wadhams et al. [29] identified the primary
barriers hindering the use these tools through a systematic literature
review. The authors reported that these tools require intensive
configuration that can be time-consuming and, in most cases, does
not appear to be advantageous. This fact manifests as an operational
barrier due to the difficulty of the initial setup necessary for the
correct and efficient use of the tools. Coupled with this, they showed
that the high rate of false positives is the main reason for the loss of
trust in the tool, a point also emphasized by Do et al. [7]. Wadhams
et al. [29] organized the difficulties in an empirical manner, yet
it lacks a technical taxonomy for the efficient grouping of these
barriers. However, the study did not investigate the impacts of
cognitive loads that might affect the performance of novice users
of these tools.

Furthermore, Barroso et al. [4] identified that cognitive load in
unit testing activities is driven by communication failures and a
lack of tool support, confirming the necessity of investigating the
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terminological and operational barriers that hinder the work of
novices when dealing with SAST tools. This study used scales, vali-
dated by the authors, to measure the specific effort of professionals
while performing unit tests. However, this work is limited to unit
testing, lacking a more comprehensive analysis.

Lastly, Quintero-Manes and Vieira [22] validated a specific scale
that seeks to differentiate cognitive load into intrinsic, extrinsic, and
germane, based on Cognitive Load Theory. Through this study, the
authors identified that factors, such as the quality of information
received through SAST tool reports, were primarily responsible for
the increase in intrinsic and extrinsic cognitive load, affecting both
the professional’s self-efficacy and interest. Consequently, current
SAST reports impose an unnecessary extrinsic load on novice users,
creating operational barriers that manifest as conceptual obstacles.

Although the technical literature [1, 7, 29, 33] has addressed the
difficulties generated by the complexity of technical terms as well as
operational and contextual failures, there remains a gap regarding
how these barriers specifically affect novice users of SAST tools.
Furthermore, the work of Quintero-Manes and Vieira [22] serves
as a foundation for evaluating cognitive load, in conjunction with
the characterization of technical and non-technical cognitive load
drivers established by Barroso et al. [4]. The present work seeks to
fill the gaps concerning cognitive barriers during the interpretation
of vulnerabilities by novices through SAST reports, in addition
to identifying conceptual, contextual, terminological, and opera-
tional barriers, to understand the difficulties these professionals
experience when using the tool.

4 Research Method

This study aims to investigate the cognitive and technical barri-
ers faced by novices when analyzing SQL injection and cross-site
scripting (XSS) vulnerabilities. Based in this goal, we defined the
following research question (RQ): What are the primary cognitive
and technical barriers that novices face when interpreting SAST tool
reports (e.g., SonarQube)? By this question, we intent to identify and
measure the contextual, cognitive, terminological, and operational
barriers encountered by novices while interpreting and operational-
izing static analysis (SAST) reports within real-world vulnerability
scenarios involving SQL Injection and Cross-Site Scripting (XSS).

These vulnerabilities are presented as among the most frequent
according to the OWASP Top 10 [21] report within the Injection cat-
egory. They were taken into consideration given their significance
in the field and the frequency of recorded incidents. Considering
their prevalence and criticality, it is observed that such vulnerabili-
ties possess a high potential for impact, as they can compromise the
confidentiality, integrity, and availability of systems; SQL Injection,
for instance, allows unauthorized access to databases, while XSS
enables the execution of malicious scripts within the user’s browser.
Furthermore, both largely stem from failures in input validation
and sanitization, highlighting structural issues in software develop-
ment and reinforcing their importance for academic research. Thus,
the choice of these vulnerabilities is grounded not only in their
incidence but also in the possibility of providing a consistent, prac-
tical analysis aligned with the current demands of the information
security field.
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4.1 Survey Design

To understand barriers, this study employed a survey, enabling a
descriptive and cross-sectional approach [13, 18], thereby capturing
a current snapshot of the novice population in the study and under-
standing their profile through the questions presented in Table 1.
The survey was structured to include two analysis scenarios for the
population. These scenarios are classified as Injection vulnerabili-
ties, according to the OWASP Top 10 [21], specifically utilizing SQL
Injection and XSS types. Vulnerabilities of this nature are exploited
to inject code through the application with the aim of obstructing
or exfiltrating data.

The initial version of the survey was reviewed by an experi-
enced researcher in software testing. Based on the feedback, revi-
sions were made to improve clarity and completeness, resulting
in an updated version of the instrument. This revised version was
then piloted with two participants matching the target audience
(novices): one tester/QA professional and one student/intern, both
with less than one year of experience and infrequent exposure to
SAST reports. The pilot study aimed to evaluate the clarity of the
questions, the time taken by participants, and the feedback regard-
ing the question format. Participants identified grammatical and
placeholder errors, which were subsequently corrected. Completion
times were 10 minutes and 33 seconds and 9 minutes and 2 seconds,
respectively; for reporting purposes, we rounded the duration to
10 minutes.

Table 1: Participant profile and characterization questions

Question Response Options

Informed Consent Form (ICF): “I have read and agree 01 agree
to the terms above. I understand that my responses
will be used anonymously for academic research

purposes.”

What is your primary area of expertise? Developer
Tester / QA
DevOps / SRE

Security Engineer / AppSec
Software Architect
Student / Intern

How long have you been working in software devel- Less than 1 year
opment and/or testing? 1to 3 years

3 to 5 years

5 to 10 years

More than 10 years

How often do you analyze vulnerability reports Daily

(SAST) in your routine? Weekly
Monthly
Rarely
Never

The vulnerability scenarios are derived from a SonarQube? static
analysis of the OWASP Juice Shop platform®. The choice of this
platform considers its status as a global benchmark for web applica-
tion security training, maintained by the organizers of the OWASP
Top 10. This ensures the reproducibility of the scenarios within the
survey.

3https://www.sonarsource.com/products/sonarqube/
“4https://github.com/juice-shop/juice-shop

Sousa et al.

With the scenarios established for replication, specific questions
were developed for each, aiming to identify the study’s core barri-
ers: (i) Conceptual, the user’s ability to understand the technical
meaning and implications of the results provided by the security
tool [27]; (ii) Operational, when the user feels unable to, or fails
to find means of, transforming the result into a verifiable artifact
[31]; (iii) Terminological, where the user stalls, becomes confused,
or does not recognize the presented terminology [32]; and (iv) Con-
textual, where the user is tasked with analyzing a code context or
vulnerability with which they are unfamiliar[29].

The questions were derived from the SonarQube static analysis
based on the OWASP Juice Shop application code; the environment
used is available at the GitHub link®. The criteria for considering
an item as correct were established based on the vulnerabilities and
guidelines of OWASP Top 10 [21] and their respective correct alter-
natives. The validity of the instrument’s content was established
through expert review. Two researchers with expertise in software
security independently evaluated whether each question from Ta-
ble2 aligned with its assigned dimension (conceptual, contextual,
terminological, operational). Divergences were resolved by these
researchers in a consensus meeting.

The survey, delivered via Google Forms, is divided into three
parts: i) Demographic profile, which aimed to understand seniority,
area of expertise, and experience with SAST tools in daily routines;
ii) Scenarios provided in legible images, where each scenario in-
cludes four questions in the following order: 1st Conceptual, 2nd
Contextual, 3rd Terminological, and 4th Operational, as shown in
Table 2; iii) Likert scale, to measure the perceived Self-Declared
Conceptual Domain [22]. At the conclusion of the survey, two
self-assessment and confidence questions regarding the scenario
responses were included, as presented in Table 3.

4.2 Data Collection

The survey was disseminated through email lists and instant mes-
saging groups accessible to the researchers, seeking to reach partic-
ipants with a profile compatible with the study’s target audience.
The data collection period ran from April 7 to April 25, 2026. The
structure followed the questions presented in Tables 1 and 2.
Initially, the survey received 51 responses. To ensure alignment
with the target profile of novice participants, inclusion criteria
were applied based on professional experience (up to 3 years) and
frequency of SAST tool usage (never or sporadically). After applying
these criteria, the final sample consisted of 30 participants.
To participate in the survey, the population agreed, via the form,
to sign the Informed Consent Form (ICF), acknowledging that the
research data would be used solely for academic purposes.

4.3 Data Analysis

We conducted the data analysis in JASP software®, processing the
data in three formats: i) Descriptive, utilizing frequencies and mea-
sures of central tendency to analyze the collected data; ii) McNe-
mar’s Test for paired comparison between scenarios, appropriate
for the binary nature of the performance data (0 = error; 1 = correct);
iii) Correlation, seeking to understand the relationships between

Shttps://github.com/ASTRID-RESEARCH/2026-SBES-Package-Replication.git
®https://jasp-stats.org/
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Table 2: Mapping of Scenarios, Cognitive Categories, and Questions

Scenario Category Question Alternatives Correct
Conceptual By analyzing the SAST report and the code snippet a) The problem is solely the lack of error handling (try/catch) B
SC1 - SQL Injection shown in this SQL injection scenario, which of the b) User input data is directly concatenated into an expression/code to
options below best describes the root cause of the be executed
vulnerability? ¢) The vulnerability occurs because the database query is slow
d) The risk lies only in the log message
Contextual Considering the SAST report and the presented a) At the moment the value is read from the form B
code snippet, at which point in the code do you b) On the line where the input value is directly incorporated into an
understand that the SQL injection vulnerability ef- expression or command
fectively manifests? ¢) Only in the presentation layer (HTML)
d) In a utility function without external data
Operational To verify if the SQL injection vulnerability actually a) A long text without special characters C
occurs in the application, which test input is most b) A simple numerical value
suitable to be entered into the field indicated in the c) A value containing an expression/command interpretable by the
scenario? code
d) An empty value
Terminological After entering an input specially crafted to attempt a) Verify if the application continues without compilation errors B
to exploit SQL injection, what is the most appro- b) Observe if the result or output was altered by the injected command
priate next step to confirm if the vulnerability is c¢) Check only a generic error message
exploitable? d) Restart the server
Conceptual Observing the XSS scenario and the SAST report, a) User input data is displayed directly without sanitization A
SC2 - XSS which interface element is the most likely candidate b) The problem is solely error handling
to be the vulnerable point? ¢) The failure occurs due to system slowness
d) The risk lies only in logs
Contextual Which of the snippets below is most characteristic a) At the moment the value is read B
of a cross-site scripting (XSS) vulnerability as illus- b) On the line where the value is directly inserted into the HTML
trated in the scenario? output
¢) Only in the database layer
d) In a function without external input
Operational Which of the inputs below is most appropriate to a) Plain text without special characters C
test if the XSS vulnerability in the scenario is ex- b) Simple number
ploitable? c) Input with an executable script/command (e.g., <script>)
d) Empty field
Terminological When executing the test with the XSS payload, a) Verify compilation error C
which evidence most clearly indicates that the vul- b) Observe output alteration
nerability was successfully exploited? c) Verify script execution in the browser (display/behavior)
d) Restart server
Table 3: Questionnaire structure per scenario, analytical dimension, and scale type
Scenario Dimension Question Objective Scale (1-5)
Conceptual When analyzing the SAST report for this scenario, to what extent do you understand what the described SQL 1 = No understanding
injection vulnerability represents in technical terms? 5 = Full understanding
SC1 Contextual Based on the SAST report, how clear is it to you in which specific part of the code the SQL injection vulnerability 1 = Not clear at all
occurs? 5 = Very clear
Terminological’  To what extent do the technical terms used in the report (e.g., rule names, severity, vulnerability description) 1 = Not hindering
hinder your understanding of this SQL injection issue? 5 = Completely hinder-
in,
Operational How confident do you feel in proposing an adequate fix for the presented SQL injection vulnerability using only 1 fNot confident
the information available in the SAST report? 5 = Totally confident
Effort" If you were working on a real project, what would be the perceived level of effort to fix this SQL injection 1 = No effort
vulnerability, considering only the support provided by the SAST report? 5 = Extremely high
Conceptual When analyzing the SAST report for this scenario, to what extent do you understand what the described cross- 1 = No understanding
site scripting (XSS) vulnerability represents in technical terms? 5 = Full understanding
Ne Contextual Based on the SAST report, how clear is it to you in which specific part of the code the XSS vulnerability occurs? 1 = Not clear at all
5 = Very clear
Terminological’  To what extent do the technical terms used in the report (e.g., rule names, severity, vulnerability description) 1 = Not hindering
hinder your understanding of this XSS issue? 5 = Completely hinder-
in,
Operational How confident do you feel in proposing an adequate fix for the presented XSS vulnerability using only the 1 ENot confident
information available in the SAST report? 5 = Totally confident
Effort" If you were working on a real project, what would be the perceived level of effort to fix this XSS vulnerability, 1 = No effort
considering only the support provided by the SAST report? 5 = Extremely high
General Difficulty Evaluate the participant’s perceived difficulty in correctly identifying the vulnerabilities in the two presented 1 = Very easy
scenarios. 5 = Very difficult
Confidence Evaluate the participant’s level of confidence that their answers reflect a good understanding of the analyzed 1 = Not confident

SAST alerts.

5 = Totally confident

Reverse-coded prior to analysis so that higher values indicate better perceived cognition across all dimensions.
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the barriers and participants’ cognitive self-perception, their pro-
files, and their contextualization, terminological, and operational
capabilities regarding SAST alerts. All statistical tests adopted a
two-sided significance level of a = 0.05, corresponding to a 95%
confidence level.

The four McNemar tests were treated as independent hypotheses
per cognitive dimension, rather than a single family of comparisons.
The Holm correction was applied exclusively to the Spearman
correlation families (Tables 8 and 9), where multiple coefficients
share the same dependent variables.

Discrepancies were resolved by a third researcher. Since the an-
swer keys were derived directly from the OWASP Top 10 guidelines,
inter-rater reliability for correct answers does not apply; validation
focused on the mapping between the construct and the dimension
rather than the correctness of the responses, as the performance
questions are objective in nature and have predefined answer keys,
as presented in Table 2. The self-reported measures are presented
in Table 3.

5 Results

This section presents the results of the analysis of the 30 novice
participants who answered the survey.

5.1 Sample Characterization

The final sample consisted of 30 participants, all classified as be-
ginners, with 36.7% having less than one year of experience and
63.3% having between one and three years of experience. Regarding
the area of expertise, we have a predominance of students/interns
(46.7%), followed by developers (36.7%) and, to a lesser extent,
testers/QA professionals (16.7%).

Regarding the frequency of use of SAST tools, most of the par-
ticipants (96.7%) reported using them sporadically, while only 3.3%
indicated that they never use this type of tool.

These results characterize a sample with low practical experience
and limited exposure to SAST tools, reflecting a training profile.
This characteristic is particularly relevant to this study, as it can
directly influence how security reports are interpreted, especially
in scenarios that require a deeper conceptual understanding.

5.2 Overall Performance

Participants demonstrated strong performance in conceptual, con-
textual, operational, and terminological dimensions. However, per-
formance was significantly lower in the conceptual dimension
within the SQL Injection scenario. Table 4 presents the participants’
success rates by dimension and scenario. Tables 4 and 5 summarize
objective performance on the scenario questions listed in Table
2, whereas Table 3 reports the separate self-reported perception
measures.

Table 4: Success rate by dimension and scenario

Dimension SC1 (SQL Injection)  SC2 (XSS Scenario)
Conceptual 13.3% (4/30) 83.3% (25/30)
Contextual 83.3% (25/30) 80.0% (24/30)
Terminological 90.0% (27/30) 80.0% (24/30)
Operational 90.0% (27/30) 73.3% (22/30)

Sousa et al.

A striking difference is observed in the conceptual dimension
between scenarios, with substantially lower performance in SQL
Injection (13.3%) compared to the XSS scenario (83.3%). In the other
dimensions, participants exhibited high performance in both sce-
narios, with minor variations.

Participant responses were binary-coded, assigning a value of
1 for correct answers and 0 for incorrect ones. For each analyzed
dimension, an aggregate score was calculated, corresponding to
the mean performance across the two experimental scenarios (SQL
Injection and XSS). Thus, scores ranged from [0,1], where higher
values indicate a greater number of correct answers, allowing for a
direct comparison between dimensions.

Table 5: Average performance score by dimension (normal-
ized scores)

Dimension Mean SD

Terminological ~ 0.850  0.298

Contextual 0.817  0.334
Operational 0.817  0.334
Conceptual 0.483  0.278

Scores computed per participant as the mean of the two experimental
scenarios (SC1 and SC2), ranging from 0 to 1. Rows sorted by descending
mean. n = 30.

Based on the aggregated scores per dimension, high performance
was observed in most of the analyzed dimensions. The highest
means were identified in the terminological (M = 0.85, SD = 0.30),
contextual (M = 0.82, SD = 0.33), and operational (M = 0.82, SD =
0.33) dimensions, while the conceptual dimension presented the
lowest average value (M = 0.48, SD = 0.28), reflecting the poor
performance observed in the SQL Injection scenario, as shown in
Table 4.

It is important to emphasize that the higher conceptual perfor-
mance stems from the aggregation of the two scenarios, masking
the low performance observed in the SQL Injection scenario. This
result indicates that while participants demonstrate the ability to
understand concepts in less complex scenarios (XSS scenario), they
face significant difficulties when the problem requires greater con-
ceptual depth (SQL injection).

On the other hand, the relatively lower performance in the con-
ceptual dimension suggests greater difficulty in the practical appli-
cation of this understanding, especially in proposing vulnerability
analysis and remediation actions.

Key Finding

Although participants demonstrated strong performance in op-
erational, terminological, and contextual dimensions, a notable
limitation was observed in the conceptual dimension, likely
influenced by the type of vulnerability (e.g., SQL Injection or
XSS) and the level of cognitive processing required.

5.3 Scenario Comparison

To investigate differences in participant performance between the
evaluated scenarios, a paired comparison was conducted between
the SQL Injection (SC1) and XSS Scenario (SC2) conditions for
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each analyzed dimension. Considering the binary nature of the
data (0 = error; 1 = correct) and the within-subjects design, we
applied McNemar’s test for paired samples. This test evaluates
whether the proportion of disagreements between the two scenarios
is asymmetrical, without assuming normality or data continuity.
The results of McNemar’s test for each dimension are presented in
Table 6.

Table 6: Paired scenario comparison — McNemar’s Test

Dimension b ¢ x? P ¢ Interpretation
Conceptual 21 0 21.000 <.001 0.837 Significant difference
Contextual 2 3 0.200 .655  0.082  Not significant
Terminological 1 4 1.800 180 0.245  Not significant
Operational 0 5 5.000 .025 0408  Significant difference

b = incorrect on SC1, correct on SC2; ¢ = correct on SC1, incorrect on
SC2. ¢: small >.10; medium >.30; large >.50. McNemar’s test without
continuity correction; df = 1; n = 30.

A statistically significant difference was observed in the concep-
tual dimension (y?(1) = 21.000,p < .001, ¢ = .837), highlighting
substantially lower performance in the SQL Injection scenario com-
pared to the XSS scenario with a result representing a large effect
size. Additionally, a significant difference was identified in the op-
erational dimension (y2(1) = 5.000, p =.025, ¢ = .408), suggesting
greater difficulty in performing practical actions within the SQL
Injection scenario, with a medium-magnitude effect. Conversely, no
statistically significant differences were observed in the contextual
(x*(1) = 0.200,p = .655) and terminological (y?(1) = 1.800,p =
.180) dimensions, indicating that the ability to locate the vulnera-
bility in the code and interpret technical terms remains relatively
stable across scenarios.

These results suggest that the impact of the vulnerability type
on participant performance depends on the cognitive dimension
being analyzed, primarily affecting conceptual understanding and,
to a lesser extent, operational execution.

The impact of the vulnerability type on performance is not
uniform; it is significantly more pronounced in the conceptual
dimension and, to a lesser degree, in the operational dimension.

5.4 Perceived Cognition

In addition to objective performance, we evaluted the participants’
perceived cognition regarding the evaluated scenarios. This analysis
aimed to investigate how participants perceive their own under-
standing, clarity, operational capability, and effort when interpret-
ing SAST reports.

For this purpose, we applied Likert-type scales separately to
each scenario (SQL Injection and XSS), covering the conceptual,
contextual, terminological, and operational dimensions, as well as
perceived effort. Items were analyzed independently by dimension,
with descriptive statistics (mean (M) and standard deviation (SD))
reported for each scenario. To ensure interpretive consistency, neg-
atively oriented items (terminology and effort) were reverse-coded
so that higher values represented a better cognitive perception.
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The descriptive statistics for perceived cognition in each scenario
are presented in Table 7.

Overall, the results indicate moderate levels of perceived cogni-
tion in both scenarios. The observed means ranged between 2.23
and 3.40, suggesting that participants do not perceive themselves as
fully confident or entirely capable when interpreting SAST reports.

In the SQL Injection scenario (SC1), the highest mean was ob-
served in the contextual dimension (M = 3.17), indicating a relatively
higher perception of identifying the vulnerability’s location in the
code. In contrast, the lowest mean was identified in the operational
dimension (M = 2.50), suggesting difficulties in proposing practical
actions.

In the XSS scenario (SC2), the values were generally slightly
lower, with the operational dimension (M = 2.23) presenting the
lowest value among all analyzed measures.

Furthermore, it is observed that perceived effort remained rela-
tively high and consistent across scenarios (SC1: M = 3.37; SC2: M =
3.40), indicating that participants perceive the tasks as demanding,
regardless of the type of vulnerability analyzed.

Despite high performance across several dimensions, partici-
pants report only moderate levels of understanding and high
perceived effort, indicating low confidence in interpreting SAST
reports.

5.5 Relationships Between Performance and
Self-Assessment

To investigate the relationships between objective performance and
self-assessment variables, we performed a correlation analysis using
the Spearman coefficient (p), considering the non-parametric na-
ture of the data. Associations were analyzed between performance
scores, i.e., regarding the correct answers across both scenarios in
the conceptual, contextual, operational, and terminological dimen-
sions, and the self-assessment measures of difficulty and confidence.
Table 8 presents the correlation results.

Overall, the correlations between performance dimensions and
self-assessment variables were weak and non-significant, indicating
an absence of consistent association between objective performance
and participants’ perception.

Among the performance dimensions, no significant associations
were observed after the Holm correction, including the correlation
between operational and terminological performance (p = 0.413,
Praw = -023, PHolm = -327), which did not survive the control for
multiple comparisons.

Regarding the self-assessment variables, a significant negative
correlation between perceived difficulty and confidence stood out
(p = —0.569, praw = .001, prolm = .016), indicating that participants
who perceive greater difficulty tend to report lower confidence.

However, no significant correlations were observed between per-
formance and the measures of difficulty or confidence, suggesting
that participants’ self-assessment is not directly associated with
their objective performance. The p-values for all non-significant
coefficients are reported in Table 8, confirming the lack of con-
sistent association between objective performance and the global
perception of the participants.
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Table 7: Perceived cognition by dimension and scenario — frequency distribution and descriptive statistics

. SC1 SC2
Scenario
W 1 2 3 4 5 M SD 1 2 3 4 5 M SD
n(%) n(%) n(%) n(%) n(%) n(%) n(%) n(%) n(%) n(%)
Conceptual® 2(67) 11(36.7) 12(40.0) 4(133) 1(33) 270 0092 3(10.0) 15(50.0) 6(20.0) 5(16.7) 1(3.3) 253 1.01
Contextual? 0(0.0) 7(233) 11(36.7) 12(40.0) 0(0.0) 3.17 079 3(10.0) 9(30.0) 12(40.0) 5(16.7) 1(3.3) 273 0.98
Terminological® 6(20.0) 5(167) 14(46.7) 4(133) 1(33) 263 1.07 3(10.0) 9(30.0) 14(46.7) 3(100) 1(33) 267 092
Operational? 5(16.7)  9(30.0) 12(40.0) 4(133) 0(0.0) 250 094 7(233) 11(367) 10(333) 2(67) 0(0.0) 223 0.90
Efforte’ 0(0.0) 3(10.0) 15(50.0) 10(333) 2(6.7) 337 076 0(0.0) 6(20.0) 9(30.0) 12(40.0) 3(10.0) 3.40 0.93

Table 8: Spearman correlation matrix: performance dimensions and self-assessment measures (Holm-corrected)

(1) Conceptual (2) Contextual (3) Operational (4) Terminological (5) Difficulty (6) Confidence

1) Conceptual -

2) Contextual —0.224 (.235/1.000) -

3) Operational 0.135 (477/1.000)  0.264 (.159/1.000) -

4) Terminological ~ 0.000 (1.000/1.000)  0.320 (.085/1.000) 0.413 (.023/.327) -

5) Difficulty 0.028 (.882/1.000)  —0.053 (.783/1.000)  —0.119 (.531/1.000)  —0.169 (.371/1.000) -

(
(
(
(
(
(6) Confidence 0.103 (.590/1.000)  —0.050 (.792/1.000)  0.177 (:348/1.000)  —0.118 (.535/1.000)  —0.569" (.001/.016) -

Values reported as p (Puncorrected/PHolm)- 7 = 30; 15 pairwise comparisons; o = .05. * significant after Holm-Bonferroni sequential correction [11]. After correction, only

Difficulty X Confidence remains significant (p = —0.569, prolm = .016).

Key Finding

No consistent associations were observed between objective
performance and self-assessment measures (difficulty and confi-
dence), indicating that participants do not calibrate their global
perceptions to their actual performance.

5.6 Relationship Between Performance and
Perception

Complementing the global self-assessment measures, we exam-
ined the alignment between objective performance and perceived
cognition by dimension. We computed Spearman correlations (p)
between actual scores and perceived dimensions, analyzing each
scenario separately (SQL Injection—SC1 and XSS—SC2). The results
are presented in Table 9.

Table 9: Spearman correlation between objective perfor-
mance and perceived cognition by scenario (Holm-corrected)

SC1 (SQL Injection) SC2 (XSS)
Dimension P P/ PHolm P P/ PHolm
Conceptual —0.518" .003 /.020 0.139  .463/1.000
Contextual 0.210 266 /1.000 0.172  .363/ 1.000
Operational —0.061  .750/1.000 0.142 .454/1.000
* significant after Holm correction. n = 30; 6 comparisons; a = .05.

Holm-Bonferroni sequential correction applied across all 6 pairwise
comparisons [11]. The negative correlation in Conceptual (SC1) remains
significant after correction (p = —0.518, pyolm = -020). This pattern di-
verges from the Dunning-Kruger effect [15] and is more consistent with
conservative calibration under uncertainty [14]: the four participants
who answered correctly reported lower perceived understanding (scores
1-2), suggesting underestimation of competence rather than overestima-
tion.

In the SQL Injection scenario (SC1), a significant negative cor-
relation was observed in the conceptual dimension (p = —0.518,

Praw = -003, prolm = .020), indicating that participants with better
actual performance tended to report lower perceived understanding.
This pattern diverges from the Dunning-Kruger effect [15], which
postulates that low-performing individuals overestimate their com-
petence because they lack the metacognitive ability to recognize
the quality of their own performance. The observed finding is the
opposite: the four participants who answered correctly assessed
their understanding as low (perception 1-2), while the 26 who failed
reported moderate to high perception (perception 2-5). This pattern
is more consistent with conservative calibration under uncertainty
[14]: participants who succeeded might have done so without full
confidence in their own reasoning, leading to an underestimation
of actual competence. Given the small number of correct answers
in SC1 (n = 4), this interpretation is exploratory and should be
replicated with larger samples.

Overall, the findings indicate a dissociation between objective
performance and perceived cognition, most evident in the SQL In-
jection scenario. This pattern suggests that participants’ perception
does not consistently track their actual performance, especially in
tasks requiring greater conceptual understanding.

Key Finding

A systematic misalignment is observed between objective per-
formance and perceived cognition, particularly in the SQL In-
jection scenario, where higher performance is not associated
with greater perceived understanding. These findings suggests
limitations in participants’ cognitive ability, indicating difficulty
in accurately assessing their own competence when performing
SAST report analysis tasks.

Integrated, the results indicate that both perceived cognition
and self-assessment measures do not consistently reflect objective
performance, reinforcing the presence of a cognitive misalignment
in novices when interpreting SAST reports.
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6 Discussion

The results of this study reveal a consistent pattern of dissociation
between objective performance and participant perception when
interpreting SAST reports, especially in scenarios that require a
greater conceptual understanding.

Initially, we observed that the participants demonstrated high
performance in the contextual, terminological, and operational
dimensions, but significantly lower performance in the conceptual
dimension within the SQL Injection scenario. This result suggests
that, while participants are capable of locating vulnerabilities in
the code, interpreting technical terms, and performing operational
actions, they face difficulties in achieving a deeper understanding
of the security problem.

This finding is reinforced by the comparison between scenarios,
which evidenced that the impact of vulnerability is not uniform
across cognitive dimensions. The significant difference in concep-
tual dimension indicates that more complex vulnerabilities impose
a higher intrinsic cognitive load, hindering the construction of an
adequate mental model of the problem. This result aligns with stud-
ies indicating that tasks with high conceptual complexity demand
greater cognitive effort and directly affect an individual’s capacity
for action [6, 16, 23], indicating that tasks with high conceptual
complexity demand greater cognitive effort and directly affect an
individual’s capacity for action.

Regarding perceived cognition, participants reported only mod-
erate levels of understanding and high perceived effort, regardless
of objective performance. This pattern suggests that participants
recognize the complexity of the task, but do not necessarily succeed
in translating this perception into an accurate assessment of their
own performance.

The analysis of the relationships between performance and per-
ceived cognition revealed the primary finding of this study: the
presence of a misalignment between objective performance and
perception. In the SQL Injection scenario, a significant negative cor-
relation was observed in the conceptual dimension, indicating that
participants with better performance tended to underestimate their
own understanding. This pattern, contrary to the one predicted by
the Dunning-Kruger effect [15], suggests conservative calibration:
in tasks of high conceptual complexity and low familiarity, even
those who succeed may not recognize the soundness of their own
reasoning, resulting in a perception of competence below actual
performance [14]. This dissociation has relevant practical implica-
tions: novices who underestimate their understanding may seek
unnecessary external validation or hesitate in decision-making,
even when their analysis is technically adequate.

Additionally, the lack of correlation between performance and
global self-assessment measures (difficulty and confidence) rein-
forces this pattern, indicating that both specific perception and
the general evaluation of participants do not consistently reflect
their actual performance. However, the strong relationship between
perceived difficulty and confidence indicates that these dimensions
are internally consistent, albeit disconnected from objective perfor-
mance.

These results can be interpreted in light of Cognitive Load The-
ory [26], which suggests that tasks with high intrinsic complex-
ity can compromise an individual’s ability to monitor their own
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learning and performance. In the context of SAST reports, the com-
bination of technical terminology, lack of context, and the need
for inference regarding system behavior can generate cognitive
overload, hindering both understanding and self-assessment.

From a practical standpoint, the findings of this study have rele-
vant implications for the use of SAST tools in real-world environ-
ments. The lack of alignment between performance and perception
suggests that novices can make inadequate decisions when inter-
preting reports, either by underestimating or overestimating their
understanding. This can lead to both overlooked vulnerabilities and
incorrect execution of remediation actions.

In this sense, the results indicate the need for the development
of cognitive support mechanisms in SAST tools, such as clearer
explanations, contextualization of vulnerabilities, and integration
with practical examples. Furthermore, approaches based on Large
Language Models (LLMs) can act as a support to reduce cognitive
load and assist in the interpretation of reports.

Finally, from a scientific standpoint, this study contributes by
empirically evidencing the presence of cognitive misalignment in
software security tasks, expanding the understanding of the barriers
faced by novices. Unlike previous studies that focus predominantly
on the technical aspects of tools, this study highlights the impor-
tance of cognitive and perceptual factors in the effectiveness of
SAST use.

Answering the Research Question

RQ: What are the primary cognitive and technical barriers
that novices face when interpreting SAST tool reports?
The primary barriers are concentrated in the conceptual dimen-
sion, especially in higher-complexity scenarios such as SQL
Injection: although participants can interpret technical terms,
locate vulnerabilities, and execute operational actions, they
struggle to deeply understand the vulnerabilities’ mechanics
and impact. A misalignment between objective performance and
perceived cognition was also identified, evidencing metacogni-
tive limitations that may compromise decision-making during
analysis and remediation. These barriers show that SAST chal-
lenges are technical and cognitive alike, reinforcing the need
for approaches that integrate both forms of support.

7 Threats to Validity

This section presents the main threats to the validity of the study,
organized into categories Wohlin et al. [30], namely the validity of
the construct, internal, external and conclusion.

Construct Validity. It refers to the adequacy of the variables
used to represent the investigated concepts [30]. In this study, per-
formance was operationalized using objective questions catego-
rized into conceptual, contextual, terminological, and operational
dimensions. Although this structure was grounded in the technical
literature and the objectives of the study, there is a risk that these di-
mensions may not fully capture the complexity of the cognitive pro-
cesses involved in the interpretation of SAST reports. Furthermore,
perceived cognition was measured using Likert scales, which rely
on the subjective interpretation of the participants. Although the
items varied between positive and negative aspects, the responses
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for the negative items were reverse-coded to allow for standardiza-
tion during the statistical analysis; nonetheless, responses may have
been influenced by individual biases, such as central tendency or
social desirability. Additionally, the operationalization of “novice”
based solely on years of experience (3 years) and self-declared
frequency of SAST usage represents a limitation to the construct
validity. The duration of experience does not directly measure pro-
ficiency levels. Future studies should complement this criterion
with an objective security knowledge pre-test to ensure participant
homogeneity and strengthen construct validity. To mitigate these
limitations, the questions were developed based on real-world sce-
narios derived from the OWASP Top 10 and validated by experts,
seeking to ensure alignment between the theoretical constructs and
the measures used.

Internal Validity. It concerns the existence of uncontrolled
factors that might influence the observed results [30]. Because
this study was conducted through an online survey, there was no
control over the execution environment, which could lead to in-
terferences such as distractions, external material consultation, or
varying levels of participant attention. Additionally, the interpreta-
tion of the scenarios may have been influenced by the participants’
prior knowledge of specific vulnerabilities, which could affect per-
formance independently of the clarity of the presented report. As
a mitigation strategy, standardized scenarios were used and pre-
sented uniformly to all participants, alongside the application of
inclusion criteria to restrict the sample to individuals with a simi-
lar profile (novices). The possibility of the questions being poorly
formulated or lacking clarity was taken into consideration during
the study. To mitigate these risks, a review was conducted with
an experienced researcher in the software testing field, and a pilot
study was carried out with participants representing the target
sample.

External Validity. It refers to the generalizability of the find-
ings [30]. The sample was composed exclusively of novice partici-
pants with up to three years of experience and limited use of SAST
tools. Consequently, the results may not be generalizable to more
experienced professionals or more complex organizational contexts.
Furthermore, the scenarios were based on specific vulnerabilities
(SQL Injection and XSS), which may limit the generalization of the
findings to other types of vulnerabilities or different SAST tools.
However, the use of scenarios based on the OWASP Juice Shop
platform, analyzed with widely adopted tools such as SonarQube,
enhances the real-world representativeness of the experimental en-
vironment. This approach ensures that the study reflects conditions
closely aligned with practical applications, the Juice Shop provides
a simulation of a realistic web system with representative vulnera-
bilities, while SonarQube mirrors static analysis tools commonly
employed in industry, thereby increasing the practical relevance
and applicability of the findings.

Conclusion Validity. It refers to the suitability of the statistical
techniques used and the interpretation of the results [30]. Consid-
ering the small sample size and the nature of the data, appropriate
tests were used for each variable type: McNemar’s test for paired
comparisons with binary data and Spearman’s correlation for asso-
ciations between ordinal variables, thereby avoiding assumptions of
normality. Nevertheless, the limited number of participants may re-
duce the statistical power of the analyzes, especially when detecting
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more subtle associations. Additionally, the presence of binary data
may influence the interpretation of effect size measures, such as cor-
relation coefficients. To mitigate these limitations, the results were
interpreted with caution, prioritizing consistent patterns across
analyzes and avoiding inferences beyond the observed statistical
support.

8 Conclusion

This study investigates the cognitive barriers faced by novice prac-
titioners when interpreting SAST reports, considering various di-
mensions of performance and perception within SQL Injection and
XSS vulnerability scenarios.

The results demonstrated that while participants exhibit strong
performance in localization, terminological interpretation, and exe-
cution tasks, there is a significant limitation in conceptual under-
standing, particularly in more complex scenarios. Furthermore, a
misalignment was identified between objective performance and
perceived cognition, indicating that participants do not accurately
assess their own level of understanding.

From a scientific point of view, this work contributes by em-
pirically demonstrating the presence of cognitive misalignment in
software security tasks, expanding the understanding of the hu-
man factors involved in the interpretation of vulnerabilities. From
a practical perspective, the findings suggest the need to enhance
SAST tools by focusing on cognitive support, explainability, and
improved contextualization of the presented vulnerabilities.

For future work, we suggest expanding the sample to include
participants with varying levels of experience, incorporating addi-
tional types of vulnerabilities, and investigating LLM-based support
approaches to reduce cognitive load and improve the interpretation
of security reports. We also propose developing and validating a
scale to assess novices’ self-perceived competence in analyzing and
operationalizing SAST reports. This instrument could be structured
around the dimensions identified in this study (conceptual, con-
textual, terminological, and operational), enabling a more precise
assessment of the misalignment between objective performance
and perception, as well as supporting educational interventions
and improvements in security tools.

Ethical Considerations on the Use of Al

We used Large Language Models for language refinement, but all
analysis and interpretation remain our sole responsibility.
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SBES-Package-Replication.git
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